Received: 8 August 2025 Revised: 26 February 2026 Accepted: 11 April 2026

DOI: 10.33012/navi.769

ORIGINAL ARTICLE

Kalman Filter Innovation-Based Optimal Integrity
Monitoring Against Unknown Bias in Time Updates

Gihun Nam | Dongchan Min | Noah Minchan Kim | Jiyun Lee

Department of Aerospace Engineering,
Korea Advanced Institute of Science and
Technology

Correspondence

Jiyun Lee

291, Daehak-ro, Yuseong-gu, Daejeon,
Republic of Korea

Email: jiyunlee@kaist.ac.kr

Abstract

Kalman-filter-based multi-sensor navigation systems are promising for future
mobility but vulnerable to sensor faults, necessitating integrity monitoring
(IM). This paper proposes an optimal innovation-based IM approach that
minimizes the integrity risk against dynamic sensor faults using current-time
information and a single filter. While the solution separation (SS) concept pro-
vides an optimal solution yielding the snapshot-based SS IM, we approach this
problem through innovation-domain optimization. We formulate a min-max
problem, reparametrize it to apply the Neyman-Pearson lemma, and obtain the
position-domain projection of the innovation as the optimal statistic. We prove
that this solution is mathematically equivalent to the snapshot-based SS statistic.
Performance evaluation of the innovation-based position-domain IM method
under IMU faults demonstrates superior integrity performance compared with
innovation-based range-domain IM. Comparison with the full SS IM approach
using parallel filters shows the advantages of the proposed approach in improv-
ing computational efficiency while narrowing the integrity performance gap as
measurement redundancy increases.
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1 | INTRODUCTION

Multi-sensor navigation systems have become essential for future mobility sys-
tems, including autonomous cars and advanced air mobility. These systems inte-
grate various navigation sensors with complementary characteristics through
recursive filters, such as the Kalman filter (KF), to compensate for their individ-
ual limitations. The KF provides an unbiased and optimal estimate in terms of
mean-squared error under nominal conditions by utilizing a knowledge of sen-
sor measurement characteristics, which has led to the development of numerous
KF-based multi-sensor navigation systems, such as those reported by Xu et al.
(2022), Liao et al. (2021), Afia et al. (2015), Travis et al. (2005), and Miller et al.
(1993). However, these systems are vulnerable to sensor failures, which introduce
unknown biases into measurements. These faults can lead to significant position
errors and pose a safety risk. Therefore, navigation integrity, which refers to a sys-
tem’s ability to provide timely warnings when position estimates should not be
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used for navigation purposes, is required in KF-based navigation systems when
utilized for safety-critical applications.

The integrity monitoring (IM) procedure protects the user against faults by per-
forming two primary functions: fault detection and integrity risk evaluation. In
the fault detection step, a test statistic is formulated from the measurements. If the
test statistic falls outside the detection region, as defined by Blanch et al. (2017), an
alert is triggered to notify users not to use the navigation solution. The size of the
detection region is set to maintain the false alert rate (or continuity risk) below the
required level. Several prior works have proposed fault detection algorithms that,
although not specifically developed for navigation integrity, form the foundation
of the fault diagnosis research field. Patton and Chen (1991) and Odendaal and
Jones (2014) utilized a parity space (or residual) vector for fault diagnosis. Hajiyev
and Caliskan (1998) employed a sequence of KF innovation vectors to detect faults
in dynamic systems. Although different fault detection algorithms have been pro-
posed, they are exposed to the possibility of failing to detect faults due to nominal
measurement errors, potentially leading to large state errors.

In this context, the second primary function for IM, referred to as the integrity
risk evaluation, quantifies the impact of undetected faults on position estimates.
Integrity risk is defined as the probability that an undetected position error exceeds
a predefined acceptable limit, also known as the alert limit (AL). This risk is
assessed against a predefined integrity risk requirement to determine whether to
abort or continue a mission. The integrity risk evaluation involves both assessing
the monitor’s fault detection capability and quantifying the impact of undetected
faults on position estimation errors. Several research efforts have proposed meth-
ods for evaluating the integrity risk of KF-based navigation systems (Joerger &
Pervan, 2013; Gunning et al., 2018; Wang et al., 2022; Lee et al., 2023).

For unknown biases introduced in the measurement-update step of a KF,
Joerger and Pervan (2013) proposed a residual-based (RB) IM algorithm that uses a
weighted norm of the residual of a batch weighted least-square (WLS) estimator as
the test statistic. The rationale behind this approach is that the current-time state
estimates are identical for both a KF and a batch WLS estimator. This approach
targets global navigation satellite system (GNSS) faults in KF-based GNSS/inertial
measurement unit (IMU) navigation systems. The authors derived the worst-case
fault profile, comprising all GNSS fault vectors that have occurred throughout the
entire period of KF operation, that maximizes the integrity risk when using this RB
test statistic and evaluated the corresponding integrity risk. Because the worst-case
fault profile must be recomputed at each epoch to account for the recursive nature
of the KF, this method is computationally intensive.

In contrast, Gunning et al. (2018) introduced a solution separation (SS) IM algo-
rithm for a KF-based precise point positioning system by extending the SS receiver
autonomous IM (RAIM) concept originally developed for GNSS-based navigation
systems. For each fault hypothesis, the SS algorithm constructs a test statistic as
the difference between the position estimate obtained with all available measure-
ments and the estimate obtained after removing the measurement corresponding
to the fault hypothesis (i.e., the fault-free solution). Accordingly, this approach
requires maintaining a parallel KF for each fault hypothesis. Gunning et al. (2018)
also compared the performance of their SS IM method with that of a batch RB
IM method and demonstrated that the SS approach outperforms the RB method.
The authors also showed that the RB statistic can be formulated using innova-
tion vectors. Wang et al. (2022) subsequently proposed an SS IM for a centralized
KF-based GNSS/multiple-IMU navigation system, addressing both GNSS and IMU
fault hypotheses.
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Although these IM algorithms are well established for ensuring navigation integ-
rity, they suffer from high computational complexity. RB (or innovation-based) IM
requires recomputing the worst-case fault profile at every epoch, involving matrix
inversions whose cost grows over time. Moreover, the detection capability degrades
as measurement noise accumulates. SS IM demands a separate filter for every fault
hypothesis, which becomes burdensome as the number of hypotheses increases.
Such complexity makes these methods impractical for applications with strict
computational constraints. These limitations motivated us to develop an IM algo-
rithm for dynamic sensor faults that relies solely on a single filter and current-time
information, thereby reducing the computational load while ensuring navigation
integrity.

Our prior work by Lee et al. (2023) proposed IM with a single filter, utilizing
the magnitudes of the elements of the KF innovation vector as test statistics, to
detect the faults of IMU sensors used in time-update steps. This monitor issues an
alert if the magnitude of any innovation element falls outside the detection region.
Although this monitor is designed for IMU failures, it is applicable to other sensors
used in the time update because it is based on the fundamental characteristics of
the KF, which do not depend on sensor type. This approach is simple to implement
because it utilizes the current innovation vector, which is inherently available in the
KF. Furthermore, Lee et al. (2023) showed that the current innovation vector fully
captures the impact of the undetected fault profile on the position estimate. While
it is straightforward to implement the approach of Lee et al. (2023) and evaluate the
integrity risk, this approach is not optimal in terms of the availability, defined as
the fraction of time during which the system is available (i.e., the integrity and con-
tinuity risks are below their corresponding requirements). In response, this paper
aims to design a test statistic, as a function of the current-time innovation vector,
that minimizes the integrity risk under the dynamic sensor failure condition.

The SS concept, which compares a fault-free solution computed without faulty
measurements to a solution computed using all available measurements, provides
the optimal solution for designing the optimal innovation-based statistic under
dynamic sensor faults. The current-time innovation vector can be decomposed
into two components: one component is a function of an a priori estimate directly
affected by dynamic sensor faults, and the other component is a function of cur-
rent fault-free measurements. Therefore, a fault-free solution can be constructed
from the innovation vector using only the measurement component (i.e., a snap-
shot solution). Following the SS concept, the optimal innovation-based statistic is
defined as the difference between this snapshot solution and an a posteriori esti-
mate, which we refer to as the snapshot-based SS statistic in this paper.

Although the equivalence between the innovation-based optimal statistic and
the snapshot-based SS statistic may be evident based on prior work (Blanch et al.,
2017) demonstrating that the SS concept provides the optimal statistic against a
single multi-dimensional fault, establishing this equivalence requires rigorously
solving the underlying optimization problem. To this end, we formulate a min-max
optimization problem for deriving the optimal innovation-based statistic. This
problem involves minimization over the detection region defined solely in the
innovation domain and maximization over dynamic sensor faults to account for
the worst-case fault scenario. We then reparametrize this problem into a form com-
patible with the procedure originally developed for RAIM by Blanch et al. (2017),
which was used to obtain the exact solution for a similar min-max problem. This
reparameterization enables us to derive the optimal innovation-based statistic, and
we verify that the procedure of Blanch et al. (2017) guarantees the optimal solu-
tion for our problem. Notably, the direct solution of this min-max problem takes
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the form of a position-domain projection of the innovation, rather than an explicit
SS formulation.

To establish the rigorous equivalence between these two seemingly different for-
mulations, we detail the construction of the snapshot-based SS statistic within the
KF architecture and provide a formal mathematical proof demonstrating that it is
exactly equivalent to the position-domain projection of the innovation. This formal
proof confirms that the same result can be reached through innovation-domain
optimization.

The remainder of this paper is organized as follows. Section 2 provides back-
ground on the KF and the prior method proposed by Lee et al. (2023). Section 3
formulates the optimization problem for deriving the innovation-based optimal
test statistic that minimizes the integrity risk and derives the corresponding opti-
mal solution, which is a position-domain projection of the innovation vector.
Additionally, an SS statistic is introduced using a current-time snapshot solution as
the fault-free solution within the KF architecture, and the theoretical equivalence
between the position-domain projection of the innovation and this snapshot-based
SS statistic is rigorously demonstrated. Section 4 evaluates the integrity perfor-
mance of the proposed monitor in terms of integrity risk under the IMU fault
condition for a KF-based Global Positioning System (GPS)/IMU navigation sys-
tem. Section 5 compares the integrity performance and computational load of the
snapshot-based SS and full SS IM methods to identify when the proposed approach
offers practical advantages. Section 6 summarizes the paper.

2 | BACKGROUND

This section provides background for this paper. Sections 2.1 and 2.2 detail the
KF estimates under fault-free conditions and under sensor fault conditions with
an unknown bias in the time update, respectively. Section 2.3 reviews the IM
algorithm proposed by Lee et al. (2023), which utilizes the KF innovation-based
range-domain monitor.

2.1 | KF Estimate Error Under Fault-Free Conditions

This subsection describes errors of extended KF (EKF) position estimates under
the nominal condition. The EKF sequentially estimates the state in two steps: a
time-update step utilizing dynamic measurements and a measurement-update step
utilizing observation measurements.

In the time-update step, the discretized dynamic model at epoch k is given
as follows:

X =F X + Gy T Wy €y

where x, eR" is the state vector, F,_, e R™" is the state transition matrix,
G,_, e R™! is the input coefficient matrix, u, , €eR! is the known control input,
and w,_, e R" is the process noise vector. The vector w,_, is assumed to be nor-
mally distributed with zero mean and covariance matrix Q,_, e R”" under the
nominal condition. The following notation is used:

Wi~ N(Onxl’ Qk—l) ()
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where the notation of N'(u,X) represents the normal Gaussian distribution with
mean p and covariance matrix X. The vector w,_, represents white noise, imply-
ing that E[wkwm =0 for k#k', where E[l} denotes the expectation operator.

Based on Equation (1), the time-updated state estimate and its corresponding
covariance matrix are presented in Equations (3) and (4), respectively:

X =F X[, +G_juy (3)
B =Fk71Pz§71FkT71 +Q, )

where X, €eR" is an a priori estimate (i.e., time-updated estimate) of state x, at
epoch k, X}, €R™ is an a posteriori estimate (i.e., measurement-updated esti-
mate) at epoch k-1, P e R™" is the covariance matrix of fc,;, and B, e R is
the covariance matrix of X} ;. The control input vector u,_, is constructed from
dynamic sensor measurements, such as accelerometer, gyroscope, and odometer
measurements. The estimate error of fc,;, denoted by X, follows a zero-mean
Gaussian distribution under the nominal condition:

K =% =R ~ N (0,0, B ) (5)

In the measurement-update step, the linearized measurement model at epoch k
is given as follows:

Ve =Hx, +v, (6)

where y, e R™ is the normalized observation measurement vector, H, € R™" is
the normalized and linearized observation matrix, and v, e R™ is the normalized
measurement noise vector composed of zero-mean, unit-variance independent and
identically distributed Gaussian random variables. The vector y, consists of mea-
surements obtained from sensors such as GNSS, lidar, and altimeter sensors.

The measurement-updated state and its covariance matrix are described in
Equations (7) and (8), respectively:

fc,‘g:)%,;+Kk(yk—Hk)2,;) @)
By =(I,-K.H, )P (8)

where I, e R™" is the identity matrix and K, € R”™ is the Kalman gain matrix,
defined as follows:

-1
K, =P H] (HB Hf +1,) )

The estimate error of fc;, denoted by X/, also follows a zero-mean Gaussian dis-
tribution under the nominal condition, as follows:

i =x =% ~ N (0,4, ) (10)

2.2 | KF Estimate Error Under Sensor Fault Conditions

This subsection demonstrates the impact of unmodeled biases in the time-update
step on the KF estimates. In the presence of a dynamic sensor fault, an unmodeled
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bias (Au,_,) isintroduced into the control input, modifying the time-update equa-
tion in Equation (3) as follows:

% =F_, %, +G, (uk_1 +Au, ) (11)

In the remainder of this paper, G, _;Au,_, isdenoted as f, ; e R". This vector f,
introduces biases into both a priori and a posteriori estimates. Additionally, these
estimates are affected by faults from previous epochs as well as the current epoch.
Therefore, a priori and a posteriori estimate errors, under dynamic sensor fault
conditions, are modeled as follows:

X ~ N(Fk—ldl:—l + e Pk_) (12)
K¢~ N(dg By ) (13)

where d; eR" is the vector of L, (Fk_ld,j_1 + fk—l) or L.d.,L, is the matrix of
I, -K. H,, d; is the bias in X, and d} , is the bias in X} ;. These equations
imply that these biases in X, and Xx; depend on the fault history vector, which
comprises all fault vectors that have occurred throughout the entire period of KF
operation.

2.3 | KF Innovation-Based IM Algorithm

This subsection briefly reviews the work by Lee et al. (2023), which proposed an
IM algorithm that utilizes a KF innovation-based range-domain monitor to ensure
integrity against IMU faults for KF-based GNSS/IMU navigation systems.

The innovation vector at epoch k (y, e R™) is as follows:

Ve =Yk _kaC}; (14)

Under the nominal condition, the innovation vector follows a zero-mean Gaussian
distribution with covariance matrix S, e R™:

i1 Hy ”N(Omxpsk) (15)

where H,, represents the nominal condition in which all sensors are fault-free. S,
is computed as follows:

S, =H, P HI +1 (16)

In the presence of an IMU fault, the innovation vector follows a Gaussian dis-
tribution with a mean vector of b, € R™ but the same covariance matrix as in the
nominal condition:

Vi Higisoy ~ N(bk’sk) 17)

Here, H,., represents the i-th hypothesis of sensor faults. For instance, H,
represents the hypothesis in which the IMU sensor is faulted, and H, is the
hypothesis for GNSS sensor faults. In the remainder of this paper, the subscript
i represents only the hypothesis in which the dynamic sensor is faulted, unless
otherwise stated.
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The impact of the fault on y, is recursively propagated through the KF. Thus,
under the IMU fault hypothesis, b, is expressed as a function of the mean of
x;_, (i.e., d;_,), caused by any fault occurring before the current epoch, and the
bias of f,_;, caused by the fault occurring at the current epoch, as derived by
Lee et al. (2023):

by =—H.F_,di , —H fi, (18)

Lee et al. (2023) employed y, as test statistics to detect IMU sensor faults. The
monitor issues an alert if the magnitude of any element in y, exceeds the pre-
defined monitoring thresholds, as follows:

U|7k,j| > T j (19)
j

where 7, jis the j-th element of y, and T, j Isits corresponding monitor threshold.

This innovation-based range-domain monitor proposed by Lee et al. (2023) is not
limited to IMU fault detection; rather, it can be applied to detect faults in any sensor
used in the KF time-update step. This versatility stems from its reliance on funda-
mental KF characteristics, rather than specific sensor characteristics. Additionally,
this method requires minimal additional computational resources for IM, as the
innovation is inherently calculated within the KF. However, Lee et al. (2023) did
not aim to determine a monitor test statistic that minimizes the integrity risk and
thereby maximizes system availability. The following section develops an optimal
KF innovation-based monitor that can minimize the integrity risk against dynamic
sensor faults.

3 | INNOVATION-BASED OPTIMAL DETECTOR AGAINST
DYNAMIC SENSOR FAULTS

This section derives the optimal test statistic for innovation-based monitoring
that minimizes the integrity risk against dynamic sensor faults. Although the opti-
mal innovation-based statistic can be obtained from the SS concept by formulat-
ing a snapshot-based SS statistic, this paper approaches the problem differently
from the perspective of optimizing the detection region in the innovation domain.
Section 3.1 formulates a min-max optimization problem that seeks the detection
region that minimizes the integrity risk under worst-case dynamic sensor faults,
constrained to use only the innovation vector. Section 3.2 reparametrizes this
min-max problem into a form compatible with the procedure originally developed
for RAIM (Blanch et al., 2017). Section 3.3 derives the optimal innovation-based
statistic, which takes the form of a position-domain projection of the innovation,
rather than an explicit SS formulation. Section 3.4 then demonstrates that this rig-
orously derived solution is mathematically equivalent to a snapshot-based SS sta-
tistic, thereby confirming that the same result can be reached by optimizing the
detection region in the innovation domain.

3.1 | Optimization Problem for Detection Regions
This subsection defines the optimization problem for deriving the

innovation-based optimal test statistic that minimizes the integrity risk. Designing
the innovation-based test statistic can be equivalently cast as determining a
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detection region (Qk’q < R™). When the innovation vector (y,) falls outside the
detection region (i.e., y, ¢ Q. ), the monitor triggers an alert.

System availability is evaluated by comparing the integrity risk under the i-th
hypothesis of dynamic sensor faults (7,), defined as the probability that the
position error exceeds the AL without triggering an alert (Blanch et al., 2017),
against its requirement. Specifically, the system is considered available when the
following holds:

P(‘xk’q & |2 AL, €0 17, )P <P, (20)

Here, x, . is the g-th coordinate state of x,, fc; q is an a posteriori estimate of
Xy q» AL, is the alert limit, P, is the prior probability of H;, and P P w, is the
pre- allocated integrity risk requlrement under H; for the g-th coordinate state.
While the system attempts to meet the required integrity, €, g Ut be set to main-
tain the false alert rate, i.e., the continuity risk under the nominal condition (%),
below its requirement (Pfa,i, q ):

P(71 #9017 )< Prasy (21)

Therefore, in the context of maximizing the system availability, determining
Q q becomes an optimization problem of minimizing the integrity risk subject
to constraints on the false alert risk. This optimization problem can be formulated
as follows:

>+
mlnP(‘xk ~Xiq
kq

> ALy, 7, € Qg IH): (22)

P(71 Q% 1Mo )< P

In Equation (22), evaluating the integrity risk requires the fault profile vector,
which comprises all fault vectors that have occurred throughout the entire period
of KF operation. This stems from the fact that the probability distributions of both
fc; q and y, depend on the fault profile vector. However, prior information on faults
is limited owing to their rare occurrence, unlike nominal measurement errors
whose statistical characteristics can be reliably modeled using a large amount of
data. Therefore, in safety-critical applications, the integrity risk should be evalu-
ated in the most conservative manner to avoid making an optimistic assumption
about faults. This conservative approach leads us to use the following maximum
value of the integrity risk in Equation (22):

_xt
max P(‘xk,q Xiq
0:k—1

2 ALy, 7 € 1M fO:k—l) (23)

where f,,_, is the fault profile vector under the 7, fault hypothesis. The f.,_;
vector that maximizes the integrity risk is referred to as the worst-case fault pro-
file vector.

By substituting Equation (23) into Equation (22), the optimization problem can
be formulated as the following min-max problem:

. -
rgln r}lax P(‘xk, q " Ykgq
k.q 0:k—1

> ALy, 7 € q 1 Hps fon ) (24)

P(71 # Q1Mo )< Prasg
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3.2 | Reparameterization

This subsection reparametrizes Equation (24) into a form compatible with the
procedure established by Blanch et al. (2017) to obtain the optimal statistic for
RAIM. Blanch et al. (2017) reparametrized the test statistic defined in the residual
(or parity) space into two independent random variables: one variable fully cap-
tures GNSS measurement faults (i.e., the fault estimate derived from the residual
vector), and the other variable accounts solely for noise. The fault estimate was
further reparametrized into a new random variable, whose first component cor-
responds to the position bias. Using the Neyman-Pearson lemma, Blanch et al.
(2017) showed that this first component becomes the optimal statistic and demon-
strated that the remaining components do not affect the optimality of the solution
to the min-max optimization problem for RAIM.

To apply this procedure for deriving the optimal innovation-based statistic, we
reparametrize the innovation vector into two independent random variables: one
variable captures the bias in an a priori estimate (i.e., Equation (32)), and the other
variable accounts solely for the innovation noise (i.e., Equation (28)). This repa-
rameterization is performed based on the following expression of the innovation
vector under the fault hypothesis 7;:

Vi My =y —Hi X =ve —Hy i, — Hy i (25)

where H,  eR™" is the partial matrix of H, corresponding to the states
whose information is provided by measurements, with the subscript “p” indi-
cating that it is a partial matrix. When only pseudoranges are utilized in the
measurement-update step, H kp 18 constructed using the column vectors of H,

corresponding to the position and receiver clock bias. d,;,p eR"™ is the partial vec-
tor of d; corresponding to the partial states, and 1, p € R™ is a random vector

defined as follows:

M= N (0,00 By ) @26)

where n, is the number of partial states and P, is the partial matrix of P corre-
sponding to the partial state vector.

From Equation (25), the bias of an a priori estimate error induced by dynamic
sensor faults (d ) can be partially obtained as follows:

dl;,p - (Hl{,ka,p) 1 Hl{,pyk @7)
where &‘ e denotes the bias estimate in fc,;p, d,;p computed from the innova-
tion vector. Equation (27) is applicable only when a pseudo-inverse of H, p CXists.
This paper assumes that a sufficient number of measurements is prov1ded in the
measurement-update step, resulting in H, , being of full rank (i.e., m>n, —1).

The part of the innovation that is statistically independent of d is computed
as follows:

-1
€1 kp Z(Im —-Hy, (HkT,ka,p) Hkpjyk P ¥k (28)

€ xp is also orthogonal to H; pd,; »- The statistical independence between ¢, , |
and &,;p is proven in Appendix A.
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We introduce the random variable 5Ak+,p,1, which is the first component of the
random vector o p (defined in Equation (32)) as follows:

P —engEkd,;p
fopl = = (29)
\/Var[—engEkd,;pJ

where eg represents the row vector extracting the g-th coordinate state and

E, e R"™™ is the matrix constructing the full state vector from the partial state
vector. The full state constructed using E, has zero elements for all states except
for the position and receiver clock bias when only pseudoranges are used in the
measurement-update step. Var[l] denotes tt}e variance operator. After 51?,;;,1 has
been defined, the remaining components of 51:,;) can be determined, as shown in
Equation (32). From this, we can obtain a form (i.e., Equation (35)) for which the
result of Blanch et al. (2017), which states that the first component of the defined
random variable becomes the optimal statistic, is applicable.

The position bias of the g-th coordinate state (d,j’q) can be expressed in terms
of the mean of y,, b,, under the dynamic sensor fault hypothesis as described by
Lee et al. (2023):

-1
d]:,q = _engEk (le:ka,p ) le,pbk (30)

From Equations (13), (27), (29), and (30), the distribution of the g-th coordinate
state of X} can be expressed as follows:

X~ N(, /Bk,qSkB,Z,qS,zp,l,a,f,q) (31)

-1
where By . is —engEk (H ,Z pH k’p) H ,Z p? S, is the covariance matrix of y,, and
Okq is the standard deviation (SD) of X’ ¢

Finally, &/, is fully defined as follows:

A T L ~
Stp=[v v, | dep=Vip-di, (32)

where vleR"P is —E[Lieq/,lBk,qSkB,f,q and v,,..., Vo, are column vectors
computed using the Gram-Schmidt process (Golub & Van Loan, 1996) from
v,. The vectors v,...,v, ensure the following conditions as described by
Blanch et al. (2017):

n o 0, ifj=k
Ti- o TA- |— .
E[vj dip Vi dk,pJ_{l, if j=k viik (33)
Subsequently, the random variable n;’ q is defined as follows:

Mg~ N(0.02,) (34)

From Equations (31), (32), and (34), the reparametrized optimization problem is
obtained as follows:

i + T S+
rgln rg X P(‘nk’q + /Bk,qSkBk,q 5k,p,1
k.p

k.q
P((82p1 210 £ Qa1 o ) <Pii

> AL (8¢ €11p) € Qg |Hi,5,;p): (35)
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In this form, the objective function no longer depends on f;,_,, but rather on 6, p
and only the first component of &, p affects the position bias of the g-th coordinate

state, d,j’ g

3.3 | Optimal Detection Region for One Coordinate

Using the theoretical result for an optimization problem similar to Equation (35),
derived by Blanch et al. (2017), the optimal innovation-based detection region can
be determined. The result of Blanch et al. (2017) states that the first component
of the reparametrized random variable capturing the fault (which corresponds
to Equation (29) in this paper) becomes the optimal statistic. The solution for
Equation (35) is derived as follows:

Ql*c,q = {Vk |‘Bk,qyk‘ <Kpiq \/Bk,qSszz,q } (36)

where K faiq 5@ multiplier satisfying the false alert rate requirement Prig- A
detailed process for obtaining this solution is described in Appendix B.

This test statistic is easily computed as the magnitude of B, v, representing
the projection of the innovation vector y, onto the position domain. The cor-
responding threshold is also simply determined as the product of the matrices

of Bk,q and S, .

3.4 | Equivalence with the SS Statistic

The optimal innovation-based statistic derived in Section 3.3 is a position-domain
projection of the innovation (i.e., By ok ). This subsection details the construction
of the snapshot-based SS statistic and establishes its mathematical equivalence to
the innovation-based position-domain statistic.

The fault-free estimate at epoch k under the fault hypothesis (J%FFJ{ eR™ ),
computed using the current-time normalized measurements, y,, is given by
the following:

N -1
XFrk = (le,ka,p) le,pyk (37)

Under the fault hypothesis 7;, the estimate error of X, ,, denoted as X, is
expressed as follows:

~ ~ -1
Xppg =B X = Xpp g ~ N[Onpxl’(Hl{,ka,p) ) (38)

where E[x, represents the true partial state vector and n, is the number of par-
tial states. From Equation (37), the test statistic for the g-th coordinate is defined
as follows:
Ay = egfcfg - egEkchF,k (39)
In Equation (39), E, is introduced to represent eg as a fixed-size row vector.
The innovation vector decomposes into two components: a function of an a

priori estimate and a function of current measurements. Under dynamic sensor
faults, as modeled in Equation (11), this fault mode induces a multi-dimensional



. NAM ET AL.
E€BION

bias in an a priori estimate through the time-update step. Therefore, a fault-free
solution can be constructed from the innovation vector using only the measure-
ment component. Based on the results of Blanch et al. (2017), which established
that the SS statistic is optimal for monitoring a single fault hypothesis from an
integrity perspective, the snapshot-based SS statistic defined using this fault-free
solution is optimal against such faults. We demonstrate that this snapshot-based
SS statistic is mathematically equivalent to the position-domain projection of the
innovation. A proof of their equivalence is provided in Appendix C, confirming
that the same result can be reached by optimizing the detection region in the
innovation domain.

4 | PERFORMANCE EVALUATION

This section presents a performance evaluation of the proposed test statistic in
terms of integrity risk under the dynamic sensor fault scenario. The proposed test
statistic is compared with the integrity risk computed using the range-domain
monitor proposed by Lee et al. (2023) for a tightly coupled KF-based GPS/IMU
navigation system. Section 4.1 details the computation of integrity risk for the IMU
sensor fault scenario, and Section 4.2 presents the evaluation results. Because the
performance of the proposed monitor depends on the allocation of false alert rate
requirements across all directions, Section 4.3 presents a sensitivity analysis of this
allocation for the direction of interest.

4.1 | Integrity Risk Under IMU Faults
4.1.1 | Derivation of the Worst-Case Innovation Bias

This subsection derives the worst-case innovation bias of the innovation-based
optimal statistic. This worst-case result will be used to evaluate the integrity risks
of both the proposed monitor and the range-domain monitor proposed by Lee et al.
(2023) in the following subsection.

From Equations (29), (30), (35), and (36), the integrity risk for the proposed mon-
itor under the H, fault hypothesis can be expressed as follows:

P(‘n;’q+Bk,qbk‘2ALq,‘Bk,qyk‘£Kfa’l.’q B, S¢BL, | H.b ) (40)

In this subsection, the integrity risk is expressed as a function of the innovation bias
(bk), rather than & p defined in the reparameterization process. This approach
facilitates evaluating the performance of the range-domain monitor along with the
proposed optimal monitor, because the range-domain monitor requires determin-
ing the b, that corresponds to the worst-case 5kfp for the optimal monitor. If we
derive the worst-case o * rather than the worst-case b, it is not straightforward
to determine the spemﬁc b that corresponds to the worst-case Sy because these
terms do not have a one-to-one relationship (see Equations (30) and (32)).

By exploiting the independence between the KF’s current innovation and an a
posteriori estimate error, as proven by Tanil et al. (2017), Equation (40) is expressed
as follows:

Nni{q' (Bk’qbk’ O-’iq ) . N (Bk qbk » By, S B )dtk,qdrll:,q,
(41)

o AL, ‘tkyq‘SKfa’iyq B, SB[,
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where 7, q' is ng, +Bk,qbk and teg 18 B V- Based on the approximation made
in Equation (B8), the contribution from the opposite side of the mean in the inte-
gral is negligible; thus, Equation (41) can be simplified. Without a loss of gener-
ality, assuming that Bk’qbk is nonnegative, Equation (41) can be approximated
as follows:

t,

0 , Ka,i, B, ) S BT'
IALan,:,q' (Bk’qbk,a,iq)dn;’q L: a\Pha YN (Bk’qbk,Bk’qSkBkT,q)dtk,q (42)

By normalizing the integrands in Equation (42) with respect to their SD, this
equation can be rewritten as follows:

B, b B, b
«© k.q~k n [ Kuig k.q~k '
" ,1|dnt " - | Y1 |dt 43
I - N";'q ( Okq ] Tla L" Nt""* JB..S, Bl ka )
’ ’ k.q“ k" k,q

In Equation (43), the magnitude of b,, which is the mean of the current innova-
tion vector, affects the two integrals in opposite directions. In this context, the ratio

2 2
E[n,j q”J / E[tk’q'J , referred to as the failure mode slope ( p,f,q ), is defined and

utilized to determine the worst-case innovation bias.

The value of Equation (43) is maximized when p} q I8 maximized (Joerger et al.,
2014). The worst-case innovation bias (bk) that maximizes p? q is expressed as
follows:

b, = arg;nax Piq (44)

k
By b, >0

By substituting the means of n,j,q" and tk,q’ given in Equation (43) into

2 2
E[U{,q”] /E[tk,q':| , p,iq is expressed as follows:

bl{BIZ,qu,qbk/Glg,q _ Bk,qSkBlZ,q

T RT T 2 (45)
b By o By 4D /By ¢Sk Bi g Oleq

2
pk,q_

This result indicates that the integrity risk for the proposed monitor is independent
of the bias direction, consistent with the failure mode slope analysis of SS RAIM
presented by Joerger et al. (2014).

To evaluate the integrity risk of the innovation-based range-domain monitor
proposed by Lee et al. (2023), we assume the worst-case innovation bias along the
following direction in Equation (46) (i.e., SkB,f, q ). If the worst-case fault occurs
along this direction, the position bias is nonnegative, as assumed in Equation (42),
because of the positive definiteness of the covariance matrix S, :

b, :akSkB]f,q (46)

The magnitude of Ek, denoted as «, in Equation (46), is a scalar that maximizes
Equation (43) along the worst-case fault direction, and this value is always positive
to ensure that Ek is positive. Note that in this paper, we search for the worst-case
bias in the innovation domain rather than in the sensor measurement domain. By
maximizing the integrity risk over the entire innovation space, which includes the
subset of innovation biases reachable from sensor faults, the obtained worst-case
bias conservatively bounds all possible cases that could arise from sensor faults.
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The proposed monitor defines the test statistic for each coordinate direction
(east, north, and up), and triggers an alert if any of the test statistics falls outside its
detection region. Thus, K, ; . is determined by uniformly allocating the false alert
rate requirement to each coordinate.

4.1.2 | Integrity Risk Computation

This subsection explains the procedure for computing the integrity risk for the
IMU sensor fault scenario. In this analysis, the worst-case IMU fault introducing
the worst-case innovation bias (Ek ) as given in Equation (46), is assumed to occur.
Under this fault scenario, the integrity risks are evaluated for both the monitor
proposed in this study and the innovation-based range-domain monitor proposed
by Lee et al. (2023).

The integrity risk for the g-th coordinate state at epoch k with the position-
domain monitor is evaluated using Equation (42) with the worst-case fault l;k.

The integrity risk for the g-th coordinate state at epoch k, when using the
range-domain monitor proposed by Lee et al. (2023), is computed as follows:

H [N (0BT S )y, (47)

-T; 1 -T; m

o0
T 2 + !,
ALan;,q' (akBk’qSkBk,q ,Gk,q)dnk,q |

where m is the number of measurements (i.e., the number of pseudorange and
pseudorange rate measurements used for the KF-based GPS/IMU navigation sys-
tem) and T, j is the monitor threshold for the j-th innovation element at epoch k.
Because the range-domain monitor defines individual test statistics for all inno-
vation elements, the thresholds are computed by allocating the requirement to
each element. For a fair comparison with the proposed monitor, which optimizes
integrity performance in a specific direction of interest, we optimally allocate the
false alert rate requirement across innovation elements to minimize the protection
level (PL), defined as the position error bound satisfying the predefined integrity
risk requirement, in the direction of interest, as described by Lee et al. (2023). The
MATLAB® function mvncdfis used to integrate the multivariate Gaussian distribu-
tion in Equation (47).

It is important to note that Ek does not represent the worst-case fault for the
range-domain monitor. Therefore, this evaluation method of using Ek returns a
conservative result in terms of verifying the benefit gained by using the proposed
monitor compared with the range-domain monitor.

4.2 | Performance Analysis Results

The integrity risk for the vertical coordinate is evaluated for simulated autono-
mous vehicle motion involving two 90° turns, as shown in Figure 1. The assumed
KF-based GPS/IMU navigation system utilizes pseudorange and pseudorange rate
measurements from GPS signals for the measurement update and angular rate and
acceleration measurements from a tactical-grade IMU for the time update. The
GPS constellation is simulated based on the 27-expandable GPS constellation given
in Section 3.2 from the Department of Defense (2020).

In the measurement-update step, the ionosphere-free (IFree) combination
based on GPS L1 and L5 measurements is employed to eliminate a first-order
ionospheric delay, and the remaining residual ionospheric delay is assumed to
be negligible. Further specifications for GPS and IMU measurement errors are
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FIGURE 1 Ground truth vehicle trajectory

TABLE 1
GPS Measurement Specifications

Satellite clock error SD: 1 m (Misra & Enge, 2006)

Ephemeris error SD: 0.45 m (Misra & Enge, 2006)

Residual tropospheric error SD: wide area augmentation system (WAAS)
Error model  tropospheric model (RTCA, 2001)

Multipath error SD: 2.6 x WAAS airborne multipath model (RTCA, 2001)

Receiver noise SD: 2.6 x WAAS airborne receiver noise model (RTCA, 2001)

Pseudorange rate error SD: 0.01 m/s (Psiaki, 2021)

Update rate 2 Hz

TABLE 2
IMU Measurement Specifications

Gyroscope noise power spectral density (PSD): 3.4 x 107! rad?/s
Error model  Accelerometer noise PSD: 3.8 x 1076 m?/s3
(Groves, 2007)  Gyroscope bias random walk PSD: 2 x 1012 rad?/s?
Accelerometer bias random walk PSD: 1 x 10~7 m?/s>

Update rate 100 Hz
Prior probability
10-5/h
of fault /

detailed in Tables 1 and 2, respectively. For the multipath and receiver noise, an
inflation factor of 2.6 is applied to account for the increased level of multipath
and receiver noise in the IFree combination. The SD of the IFree measurement
error is calculated as the root sum square of the SDs of the individual error
sources listed in Table 1. The prior probability of IMU faults in Table 2 is roughly
estimated from the mean time between failures reported by EMCORE (n.d.).

The false alert rate requirement is set at 107%/h, as used in civil aviation enroute
operations (International Civil Aviation Organization, 1996). This requirement is
equally allocated between GPS and IMU fault monitors.

To compare the integrity risks for the proposed optimal position-domain monitor
and the range-domain monitor, the integrity risks are computed with respect to
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FIGURE 2 Simulated integrity risk results for a VAL ranging from 10 to 70 m under the
worst-case IMU fault, with a zoomed-in view for a VAL range of 10 to 20 m shown in the inset plot

a vertical AL (VAL) ranging from 10 to 70 m. In this evaluation, the IMU fault is
assumed to occur after the filter has sufficiently converged.

Figure 2 shows the integrity risk results obtained when using the proposed
innovation-based optimal monitor and the innovation-based range-domain mon-
itor proposed by Lee et al. (2023) with optimal continuity allocation minimizing
the vertical PL (VPL). The integrity risks were computed 60 s after the simulation
initiation. Eight GPS satellites were available during this period. In Figure 2, the
solid curve represents the integrity risk for the optimal monitor, and the dotted
curve represents the integrity risk for the range-domain monitor. For the entire
range of VAL, the integrity risk of the optimal monitor is lower than that of the
innovation-based range-domain monitor, indicating that the proposed monitor can
ensure higher availability than the monitor proposed by Lee et al. (2023). If the
range-domain monitor is evaluated for the worst-case fault of itself instead of the
optimal monitor’s worst-case fault, its integrity risk for a given VAL would be even
higher than this result. Conversely, the integrity risk of the optimal monitor would
be lower than the result depicted in Figure 2. Thus, the results shown in Figure 2
represent a conservative benefit gained by using the optimal monitor. The integ-
rity risks for both monitors decrease as the VAL increases. The position-domain
monitor is optimal (i.e., minimizing integrity risk) against the faults assumed in
the simulation compared with other innovation-based monitors. Consequently,
as the worst-case fault magnitude increases along with increasing VAL, the integ-
rity risk of the proposed monitor shows a more rapid decrease than that of the
innovation-based range-domain monitor. For an integrity risk requirement of
1077, service with a VAL of 28.9 m is available with the optimal position-domain
monitor, whereas a VAL of 48.3 m is required for the range-domain monitor to
ensure availability.

Figure 3 shows the ratio of the integrity risk of the range-domain monitor to
that of the optimal monitor. For a VAL below 15 m, the ratio approaches unity,
as the integrity risks in both cases approach the prior probability of an IMU fault
(i.e., the conditional integrity risks become one) under the assumed simulation
conditions. However, for a VAL of 35 m, which is the requirement for the localizer
performance with vertical guidance (LPV)-200, the integrity risk of the proposed
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FIGURE 3 Ratio of the integrity risk of the innovation-based range-domain monitor to that
of the innovation-based position-domain (optimal) monitor, with a zoomed-in view for a VAL
range of 10 to 20 m shown in the inset plot

monitor is lower by approximately three orders of magnitude or more than that of
the innovation-based range-domain monitor.

4.3 | Sensitivity Analysis of False Alert Rate Requirement
Allocation

In the previous subsection, the integrity risk of the proposed monitor was eval-
uated under a uniform false alert rate (or continuity risk) requirement allocation
among all three directions. However, the performance of the proposed monitor
(and consequently its benefit over the range-domain monitor) depends strongly on
this allocation. Therefore, this subsection conducts a sensitivity analysis by vary-
ing the continuity risk budget allocated to the vertical direction from 1% to 99%
of the total continuity risk requirement, covering operationally extreme allocation
scenarios. The performance is compared against the range-domain monitor with
optimal continuity allocation minimizing the VPL. All other simulation conditions
are identical to those in Section 4.2.

Figure 4 shows the results of the sensitivity analysis of integrity risk (log-scale)
with respect to continuity allocation to the vertical direction. Subplot (a) shows
results for the position-domain monitor, and subplot (b) shows results for the
range-domain monitor. Black solid curves represent integrity risk contours at
1077 and 107°. As the allocated continuity risk budget increases, the monitor
threshold decreases, which reduces the worst-case fault magnitude of the pro-
posed monitor and thereby the integrity risk. The multiplier corresponding to the
allocated continuity budget (i.e., K, ;) exhibits a sharper increase as the allo-
cated budget decreases. Consequently, in Figure 4(a), the integrity risk contours
show more noticeable changes in low-continuity-allocation regions. The proposed
position-domain monitor is optimal in the sense that it minimizes the integrity
risk in the presence of its worst-case fault, making it the most sensitive monitor
against the assumed fault in the simulation. In contrast, the range-domain mon-
itor is not as sensitive as the proposed monitor. Therefore, there are no notable
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FIGURE 4 Sensitivity analysis of integrity risk (log-scale) with respect to continuity risk
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Subplots (a) and (b) show results for the position-domain monitor and range-domain monitor,
respectively. Black solid curves represent integrity risk contours at 107 and 10~°.
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FIGURE 5 Ratio of integrity risk (log-scale) for the range-domain monitor to the position-
domain (optimal) monitor with respect to continuity risk allocation
Black solid curves represent ratio contours at 101, 102, 10%, 10, and 10%.

changes in its integrity risk results across different continuity allocations, as shown
in Figure 4(b).

Figure 5 shows the integrity risk ratio of the range-domain monitor to the optimal
position-domain monitor for different continuity allocations. Black solid curves
represent ratio contours at 10!,10%,10°,101°, and 10%°. Because the integrity risk
of the range-domain monitor remains nearly constant across all continuity alloca-
tions, the ratio results exhibit the same trend as the optimal monitor’s integrity risk
shown in Figure 4(a). Even when the continuity budget allocated to the vertical
direction is as low as 1%, the integrity risk of the proposed monitor remains lower
than that of the range-domain monitor by two orders of magnitude or more for a
VAL of 35 m.
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5 | PERFORMANCE AND COMPUTATIONAL LOAD
COMPARISON WITH THE FULL SS MONITOR

This section compares the integrity performance and computational load of the
snapshot-based and full SS IM methods to identify when the proposed approach
offers practical advantages. The performance difference between the two IM meth-
ods varies with the accuracy of the fault-free solution, which depends on the navi-
gation system configuration. Thus, a comparison is performed across three sensor
configurations: GPS/IMU, dual-constellation GNSS (GPS and Galileo)/IMU, and
GNSS/altimeter/IMU. The GPS/IMU configuration represents the baseline with a
single GNSS constellation. The dual-constellation GNSS/IMU configuration adds
a Galileo constellation to examine whether increased measurement redundancy
narrows the performance gap. However, because GNSS satellite geometry funda-
mentally limits vertical observability regardless of the number of constellations,
direct altitude measurements are required to provide observability across all coor-
dinate directions. Therefore, the GNSS/altimeter/IMU configuration is included to
assess the performance difference when sufficient observability is available in all
directions. The integrity performance of each IM method is compared in terms of
the PL of each method against IMU faults.

5.1 | PL Computation

Under the IMU fault hypothesis, the following upper bound of the integrity
risk for the g-th coordinate proposed by Blanch et al. (2015) can be used to com-
pute the PL:

P(‘JEFF’k,q‘ >AL T, |HIMU)PH,MU (48)

where XFF,k,q denotes the error of the fault-free g-th coordinate position esti-
mate at epoch k. For the full SS monitor, iFF’k)q is an a posteriori estimate
error of the KF without IMU measurements. For the proposed snapshot-based
SS monitor, chF’k,q is the snapshot solution error computed using only the
current-time measurements. T, . is the monitoring threshold of the SS mon-
itor and is computed using the key property of the SS statistic as follows
(Blanch et al., 2015):

T o =K '\IC’%F,k,q - Gif,q (49)

Here, Ky 1y, i @ multiplier satisfying the false alert rate requirement allocated
to the IMU fault monitor and the g-th coordinate direction, and Orp kg is the SD
of Xpp . = This property was demonstrated for the full SS monitor implemented
in KF-based navigation systems by Gunning et al. (2018). This property also holds
for the snapshot-based SS monitor because the snapshot-based SS monitor is for-
mulated using stacked measurements. When an a priori estimate and current mea-
surements are formulated as stacked measurements, their WLS solution becomes
mathematically identical to an a posteriori estimate. Therefore, the snapshot-based
SS statistic, i.e., the difference between the snapshot solution (from current mea-
surements only) and an a posteriori estimate, is the direct result of applying the SS
concept to this stacked measurement formulation against dynamic sensor faults
that induce bias in an a priori estimate.
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the PL
is com-

Because Xpp . follows a zero-mean Gaussian distribution under H,,,;,
for the g-th coordinate satisfying the integrity risk requirement PHMLHmu,q
puted as follows:

PLk,q = Tk,q +Kmd,IMU,q 'GFF,k,q (50)

where K is a multiplier satisfying the conditional integrity requirement

md,IMU ,q

under the IMU fault condition, computed as —Q*I(PHMI g /PHIM ) Q*l(l)
’ q

denotes the inverse cumulative distribution function (CDF) of the standard normal
distribution, and PHIMU is the prior probability of IMU faults.

5.2 | Comparison with the Full SS Across Sensor
Configurations
5.2.1 | Simulation Conditions

The dual-constellation GNSS/IMU configuration employs measurements
from both the 27-satellite GPS constellation used in Section 4 and an additional
27-satellite Galileo constellation transmitting E1 and E5a signals. For the GNSS/
altimeter/IMU configuration, barometric altitude measurements with an SD of
2.08 m (Lee et al., 2020) are further integrated with the GNSS/IMU system.

The integrity risk requirement is set to 10~7/h, as suggested by Whitty and Walport
(2018) for autonomous vehicles. One-third of the total integrity risk requirement is
allocated to the IMU fault hypothesis. The allocated integrity risk budget is further
uniformly distributed among the three coordinate directions (east, north, and up).
Other simulation conditions are identical to those used in Section 4.

The performance and computational load are compared using MATLAB on a sys-
tem with an Intel Core i7-14700K processor and 32 GB RAM. Computational exe-
cution times are derived from 1,000 independent 60-s (or 120 measurement-update
epoch) simulations of autonomous vehicle motion identical to that of Section 4
after 10 warm-up runs to account for just-in-time compilation effects, which con-
sume time to translate interpreted MATLAB code into machine code at runtime.
For each simulation, the cumulative IM execution time across all epochs is mea-
sured. The median of these 1,000 cumulative times is then divided by 120 epochs
to obtain the reported per-epoch execution time. Each IM execution includes test
statistic computation, fault detection, and PL computation, timed in isolation from
the main navigation filter execution.

5.2.2 | Simulation Results

Figures 6 and 7 present the PLs across three sensor configurations: GPS/IMU,
dual-constellation GNSS/IMU, and GNSS/altimeter/IMU. Figure 6 shows the PLs
over 60 s (120 measurement-update epochs) for each coordinate direction, while
Figure 7 compares the converged PLs (i.e., values at 60 s). The PLs in Figure 6
initially increase and then gradually converge. This trend arises from changes in
the variance difference between the fault-free solution and an a posteriori estimate
using all available information, which is used to compute the threshold term in the
PL formulation (Equation (50)). This term is dominant because K is larger
than K owing to the prior probability of IMU faults.

fa,IMU ,q
md,IMU ,q
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FIGURE 6 Results of PLs across sensor configurations

The top, middle, and bottom plots show the PLs in the east, north, and vertical (up) directions,
respectively. Red solid curves with circle markers represent the GPS/IMU configuration with the
snapshot-based SS IM (S-SS), yellow solid curves with diamond markers represent the GPS/IMU
configuration with the full SS IM (F-SS), magenta solid curves with square markers represent
the GNSS/IMU configuration with the S-SS, cyan solid curves with asterisk markers represent
the GNSS/IMU configuration with the F-SS, green solid curves with star markers represent the
GNSS/altimeter/IMU configuration with the S-SS, and blue solid curves with hexagram markers
represent the GNSS/altimeter/IMU configuration with the F-SS.
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FIGURE 7 Converged PLs across sensor configurations

Subplots (a)-(c) show results for the GPS/IMU configuration, GNSS/IMU configuration, and
GNSS/altimeter/IMU configuration, respectively. In each subplot, the left three bars present
results for the snapshot-based SS IM (S-SS), and the right three bars present results for the full SS
IM (F-SS). Red, green, and blue bars represent PLs in the east, north, and vertical (up) directions,
respectively.
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The performance comparison reveals two distinct trends depending on the coor-
dinate direction. In the horizontal directions (east and north), the performance
gap between the snapshot-based and full SS IM methods diminishes rapidly
as measurement redundancy increases. As shown in Figure 7, the gap starts at
10.9% (2.2 m) and 2.5% (0.5 ms) in the east and north directions when using GPS
measurements only, becomes negligible with dual-constellation measurements
(0.7%-2.0%, 0.1-0.3 m), and approaches zero with the GNSS/altimeter/IMU config-
uration (£1.5%, <0.2 m). This result demonstrates that measurement redundancy
from multiple GNSS constellations enables the snapshot solution to achieve an
accuracy comparable to that of the filter solution without IMU measurements in
the horizontal direction.

In contrast, the vertical direction exhibits different behavior, as shown in
the bottom subplots of Figures 6 and 7. The performance gap persists when
dual-constellation measurements are used. This result occurs because, although
dual-constellation measurements improve horizontal geometry, vertical observ-
ability remains fundamentally limited by GNSS satellite geometry. However, the
gap reduces significantly (to 24.5% or 3.7 m) when direct altitude measurements
from the barometric sensor are introduced, providing direct vertical observability.

In terms of computational efficiency, the snapshot-based monitor is superior to
the full SS monitor. In the GPS/IMU configuration, the full SS monitor requires
approximately 9.6 times the execution time of the snapshot-based monitor (7.3 ps
for the snapshot-based SS monitor and 70.4 ps for the full SS monitor). This sub-
stantial difference reflects the additional computational burden of maintaining and
processing the fault-free filter solution required for the full SS monitor. The com-
putational advantage of the snapshot-based approach exhibits consistent growth
across sensor configurations as system complexity increases. The execution time
ratio of the full SS IM to the snapshot-based SS IM increases from 9.6 (GPS/IMU) to
11.5 (GNSS/IMU) to 11.7 (GNSS/Altimeter/IMU), and the absolute time difference
grows from 63.1 to 108.3 to 112.7 ps.

5.2.3 | Discussion

The results presented above illustrate several observations for monitoring
dynamic sensor faults. As measurement redundancy and diversity increase through
multi-sensor integration, the accuracy of the snapshot solution improves, narrow-
ing the performance gap with the full SS approach. The horizontal performance
gap becomes negligible with dual-constellation measurements, demonstrating that
measurement redundancy from multiple GNSS constellations enables the snapshot
solution to achieve an accuracy comparable to that of the filter solution without
dynamic sensor measurements in the horizontal direction. The vertical perfor-
mance gap persists with dual-constellation GNSS owing to the limited vertical
observability of satellite geometry, but decreases significantly when direct altitude
measurements are introduced. These observations suggest that for a multi-sensor
configuration that provides sufficient observability in all coordinate directions, the
snapshot-based SS IM can achieve integrity performance comparable to that of the
full SS IM.

Regarding computational efficiency, the execution time ratio of the full SS
approach to the snapshot-based SS approach increases as the complexity of the
navigation system configuration increases, reflecting the fundamental difference
between single-filter and two-filter architectures. As the measurement vector size
grows, both the absolute time difference and the execution time ratio increase, indi-
cating that the computational advantage of the snapshot-based approach grows
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with system complexity, as the computational cost of the full SS IM method scales
more significantly.

These observations suggest that the snapshot-based SS approach may be more
beneficial in richer multi-sensor configurations. When measurement redundancy
provides sufficient observability in all coordinate directions, the snapshot solution
can achieve an accuracy comparable to that of the filter solution without dynamic
sensor measurements. Consequently, the approach offers comparable integrity
performance while providing a computational advantage.

6 | CONCLUSION

This paper proposed an optimal test statistic for an innovation-based mon-
itor that relies solely on a single filter to detect sensor faults occurring in
the KF time-update step, thereby ensuring low computational complexity.
Although the SS concept provides the optimal solution for designing the opti-
mal innovation-based statistic under dynamic sensor faults, corresponding to
the snapshot-based SS statistic, this paper approaches the problem from the per-
spective of innovation-domain optimization rather than applying the SS con-
cept. We formulated the test statistic design as a min-max optimization problem
and reparametrized it into a form in which the test statistic is expressed as two
independent random variables: one variable capturing the bias in an a priori
estimate and another variable accounting solely for innovation noise. We then
applied the Neyman-Pearson lemma to derive the optimal statistic, defined as
the projection of the innovation vector onto the position domain. We demon-
strated that this independently derived solution is mathematically equivalent to
the snapshot-based SS statistic, thereby confirming that the same result can be
reached through innovation-domain optimization.

The proposed monitor was evaluated using a tightly coupled KF-based GPS/
IMU navigation system under worst-case IMU fault scenarios. Sensitivity anal-
ysis of integrity risk across VALs (10-70 m) demonstrated that the proposed
position-domain monitor achieves significantly lower integrity risk than the
innovation-based range-domain monitor proposed by Lee et al. (2023).

Additionally, to identify when the proposed IM method offers practical
advantages over the full SS IM using parallel filters, we compared the integrity
performance and computational load of both approaches across three sensor con-
figurations (GPS/IMU, dual-constellation GNSS/IMU, and GNSS/altimeter/IMU).
As measurement redundancy and diversity increase through multi-sensor integra-
tion, the accuracy of the snapshot solution improves, narrowing the performance
gap with the full SS approach. The horizontal performance gap becomes negligi-
ble with dual-constellation measurements, whereas the vertical gap decreases sig-
nificantly with direct altitude measurements. Regarding computational efficiency,
the snapshot-based approach consistently provides lower execution times, with
the absolute difference and ratio improving as system complexity grows. These
observations suggest that the snapshot-based approach (i.e., the innovation-based
position-domain IM) is particularly well-suited for multi-sensor configurations
in which measurement redundancy is sufficient to enable the snapshot solution
to achieve an accuracy comparable to that of the filter solution without dynamic
Sensor measurements.

Future work will focus on extending the proposed monitor to a decentralized
filter-based multi-sensor navigation system, in which the state is estimated using
multiple parallel filters, each utilizing distinct sensor subgroups. The integrity
performance of multi-sensor systems can be improved with this decentralized
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framework, when the proposed monitor is applied individually to each subgroup
of multiple dynamic sensors.
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APPENDIX | A

This appendix proves the statistical independence of the bias estimate in an a
priori estimate computed from the innovation vector, denoted as cAl,;p, with its resid-
ual vector & kp . Because the innovation vector follows a Gaussian distribution, a
lack of correlatlon between dk » and ¢, » implies their statistical independence.

From Equations (27) and (28), the correlation between d* and ¢ Lkp is given
by the following:
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By substituting the definition of the covariance matrix of the innovation vector
(i.e., Equation (16)) into Equation (A1), the correlation is given as follows:

(H,{’ka,p )*1 H;{,p (HkPk—HIZ +1, )(Im -H,, (le,ka,p )—1 le,p) (A2)

To simplify Equation (A2), we re-order the KF state vector as follows:

X, = {x""’} (A3)
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Here, x, , eR"™ denotes the partial state vector whose information is provided
by sensors used in KF measurement-update steps, and x; , e R™ indicates the
remaining state components. Then, the partial measurement matrix can be
expressed as follows:

H,, :[Hk,p Omxn0:| (Ad)

where m denotes the number of measurements.
By substituting Equation (A4) into Equation (A2), the correlation is expressed
as follows:

(leka,P )71 HIZ,p (Hk,pPk_,leZ,p + Im )(Im B Hk,p (HIZ:ka,p )71 ngj
= [Pk,pHIz + (HkT,ka,p )_1 HkT,p j(lm - Hk,p (le,ka,p )_1 le,pj

-1 -1
:Pk—,kaT—Pk—,pH,Z+(Hg,ka’p) HkT,p—(H;f,ka,p) HkT,pZO (A5)

where P, is the partial matrix of P, corresponding to the partial state.

Thus, cAi,;’ p 18 statistically independent of ¢ Lkp? and the innovation is expressed
as the sum of these two independent random vectors, as shown below:

7k :Hk,pdlg,p +E€ p (A6)

APPENDIX | B

In this section, we apply the results of Blanch et al. (2017) to our problem. One of
the key results from Blanch et al. (2017) is that a solution to an optimization prob-
lem, such as Equation (35), can be obtained from the following min-max problem:

m&n r%?x%(F(S;,Q)+F(—5;,Q)): (B1)

P((85.0.,) 201, )< Py

where F 65,9) is the integrity risk for bias 5; and detection region Q under
the fault hypothesis. For simplicity, we drop the unnecessary subscripts g, i, and k.

To apply this result, the following condition must be satisfied in our problem
(Blanch et al., 2017): the optimal detection region of the objective function in

Equation (B1) for a given bias &, (Qé is symmetric. This condition is shown to

>
be satisfied in the following subsection.

Neyman-Pearson Lemma

For a given bias 5;, the corresponding optimal detection region Q. is derived

P
using the Neyman-Pearson lemma (Van Trees, 1968), which provides the solution
of the following constrained optimization problem over the integral region Q with
a constant C:

min [ f(y)dy: (B2)

[o8dy=1-C
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From the Neyman-Pearson lemma, the optimal region Q, is given as follows:

f» B3
{y FOR } (53

The threshold T is determined from the constraint as shown below:

[, emdy=1-c (B4)

Optimal Detection Region for a Bias 5;
The lack of correlation between the KF’s current innovation and its a posteriori
estimate error proven by Tanil et al. (2017), along with the Gaussian assumption,

ensures the statistical independence of two events used to define the integrity risk.
Thus, F(Sg, Q) can be expressed as follows:

(e
To apply the Neyman-Pearson lemma, we define the function f as follows, using
a similar formulation introduced by Blanch et al. (2017):

Ilesdi)=5{ P
P

where p(g 1Lp 5; |'H, o, ) denotes the joint probability density function (PDF) of

4
§P,1

> AL|H, 6;)P((el’p,$;)eQ|H, 5;) (B5)

5+

~VBSB" 5},

> AL|H, 5+) (2,87 17.57)

> AL|H,~5; ) p(,:6; | M5} )) (B6)

€1 p and 5; under the H fault hypothesis. Because ¢ Lp and 3; are statistically

independent, as proven in Appendix A, this joint PDF can be expressed as follows:

&

p(gl’p,5;|7{,5;)=/\/l’p( men, s P ,SPL ) Ngg(ﬁg,Inp) (B7)

where the notation of A (u,ZX) represents the PDF of x that follows A (u,Z).

The covariance matrix of 5; is determined from the conditions described in
Equation (33).

By exploiting the fact that the contribution from the opposite side of the
position mean in the integral is negligible (i.e., the contribution of the region
nt++ BSBT(SII1 <-AL is negligible when 5;1 is positive), the approximation used
by Blanch et al. (2017) can be applied to simplify this function. Without a loss of
generality, the case in which &, is positive is considered. Assuming that 6, is
positive, Equation (B6) can be simplified as follows:

1 AL VBSB"&;,

YT |l 1)

AL ~NBSBT ;,1 R
+Q . + . p(gl,p,5;|H,—5;) (B8)
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where Q(l) represents the CDF of the standard normal distribution and o is the
SD of n*. Because Q is a point-symmetric CDF about (0,1/2), Equation (B8) can
also be expressed as follows:

T S+
lQ AL+ Bsi- - (p(ﬂ,p’g;IH’5;)+p(gl,p’5;|H’_5;)) (B9)

2 o

Based on Equations (B7) and (B9), the optimization problem for determining the
optimal detection region corresponding to a given bias &; can be formulated
as follows:

mln ‘[

PL,SPT,): (/\/5; (851, )+ N (-85, ))dgl’pdég :
(B10)

N, (o
ﬂp p)EQ & p \ m-n,x1?

P ,SPl, ) N

P (O ., Jde. 485 21-7,,

J.(.t:l . 5P )eQ NgJﬂp (Om—np <1

From the Neyman-Pearson lemma, the optimal detection region . is com-
puted as follows:

A 1 A
Q, = {5;, e, exp[—55;T5; jcosh(5;T5p+ )< T} (B11)

where cosh(l) represents the hyperbolic cosine function and T is chosen to meet
the false alert requirement. Because only the first component of 6, (and conse-
quently &) affects the integrity risk, as proven by Blanch et al. (2017) for an opti-
mization analogous to Equation (35), Equation (B11) can be simplified as follows:

Q. (85,2, , |cosh(8;,5;,)<T'| (B12)
Symmetry of Q.
P
Qa‘; is trivially symmetric because the hyperbolic cosine function is a symmetric
function.

Thus, based on the result of Blanch et al. (2017), it can be concluded that
Equation (B12) is the optimal solution of the original optimization problem (i.e.,
Equation (35)).

Further Simplification of Q.
P
Given that the hyperbolic cosine function is symmetric and monotonically

increasing for positive arguments, Equation (B12) can be further simplified as fol-
lows (Blanch et al., 2017):

_ s+ +
Qo"; _{‘Sp’gl,p | 5

fa} (B13)
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Because 3*1 follows a standard normal distribution under the nominal condition,
K fa is computed as —Q! (Pfa/z), where Q! (l) denotes the inverse function of

Q(l). Consequently, by substituting the relationship between 51; , and the innova-
tion vector, Equation (36) is obtained.

APPENDIX | C

This appendix proves the equivalence between the snapshot-solution-based SS
statistic and the innovation-based position-domain statistic. To show this equiva-
lence, we first express each statistic in terms of error components. The two statis-
tics are given by the following:

-1
By o7k :_eT(In —Kka)Ek(H,Z,ka,p) Hl{,pyk

q
T T 1o -
+el (I, K Hy)E, (Hk,ka,p) HI H, % (C1)
. . -1
Ay =€§Xk +egKk(yk—Hkxk)—egEk (H,Z,ka’p) H,Z,pyk (C2)

-1
By adding and subtracting the term e] (In -K,H, )Ek (H{ka,p) H{ H,x, in

Equation (C1), By Vi can be written as follows:

el (I, - K Hy ) By (H,{ Hi, )71 HY v, +el (I, - K H ) By (H,{ Hi, )71 HY H, %
(C3)

-1
By adding and subtracting the term e E, (H,szk’p) H Hx, —e K Hx, in
Equation (C2), A q can be expressed as follows:

-1 -1
T T T Ty~ T _oT = T T T
el B, (HI ,Hy,) HI Hx, +el % +elKv, —el K H, % —el B (HL H, ) H v,

q
(C4)

To express A . solely in terms of error components, we re-order the KF state
vector as follows:

X, = {x""’} (cs)

X1,0

where X p € R" denotes the partial state vector whose information is provided by
sensors used in KF measurement-update steps and x, , € R™ indicates the remain-
ing state components. Then, the partial measurement matrix can be expressed
as follows:

I

n
Hk’p:[Hk,p omxno] o |FHE (C6)

no an

where m denotes the number of measurements.
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By substituting Equation (C6) into the first term of Equation (C4), Equation (C4)
can be simplified as follows:

I _ I

1 n
LT ™ T T __,T P
eq 0 (Hk,ka,p) Hk,p |:Hk,p Om><n0 :|xk - eq 0 |:Inp Onpxn0:|xk
nyxn, nyxn,
1 0
n n_xn,
==lo o BT (1)
Onoxnp Ny xn,

Thus, Equation (C2) is given by the following:

- -1
Apq=el (I, ~ K H, )% —el B (H] Hy, ) HJ v, +el K, (C8)

Now, both test statistics consist of two error components: (1) the contribution of
the current-time measurement noise (vk) and (2) the contribution of an a priori
estimate error (ic,; ) In the following subsections, a term-by-term comparison of
the two test statistics is conducted to prove the equivalence of these two statistics.

Equivalence of Current-Time Measurement Noise
Components

The measurement noise components of the two statistics are as follows:

-1 -1
(Bk,qyk)%:_egEk(Hg,ka,p) H{pvk+e§KkaEk(H,€ka’p) HI v, (C9)

-1
(Ak,q )Vk =—e!E, (H,{,ka,p) HY v +el K, (C10)

Because the first terms of each test statistic are identical, we focus on the second
terms of Equations (C9) and (C10). The difference between the second terms of
Equations (C9) and (C10) is given by the following:

T T 1o T T T 1o

'K Hy,(Hf Hy,) H{ v, —elKv, =—elK, | I, —H, (HI H, ) HE, |y,
(C11)

By applying the matrix inversion lemma (Guttman, 1946) to the Kalman gain K,,
Equation (C11) is expressed as follows:

-1 -1
—eng(Im—Hk(PlirH,{Hk) )H{(Im—Hk,p(H,f,ka,p) H,{pjvk (C12)

-1
From Equation (C6), the term H/ (Im -H,, (H,Zka,p) H{p) in Equation (C12)
can be written as follows:

H[{ -1 On xm
[O ’ }(I’" —Hy, (le,ka,p) le,p):[() ! (C13)

nyxm ngxm
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Thus, Equation (C11), which represents the difference between Equations (C9)
and (C10), becomes zero.

Equivalence of a Priori Estimate Error Components

The a priori estimate error components of the two statistics are as follows:
T T -1 T ~
(Bkvqyk );Cl; :eq (In _Kka)Ek (Hk,ka,p) Hk,kaxk (C14)
—oT ~_
(Ak,q );z; =€ (In _Kka)xk (C15)

From Equation (C7), Equation (C14) is given by the following:

I o,
(Bk,qyk)gi 233;(1" —- K H; ){0 " K no]fk (C16)

nyxn, nyxny,

The Kalman gain can also be expressed as follows:

K, :{K"’P } (C17)

Kk,O

By substituting Equations (C6) and (C17) into Equation (C16), (Bk’qyk)~_ is
expressed as follows: X

el {I _I:Kk,p:l[ J]l I n XM, :lx
q n K m><n0 0 k
k,0 nyxn, n0><n0
T Jz- —
= eq 0 |: k,p m><n0 :|xk

X7 % X7 K H
:eg kp —eT n" "o X, = eg kp kp kp (C18)
0 , Kk,OHk,p 0 K H

1y xn, k,p kp

Similarly, (Ak q ) is expanded to the same expression as follows:
)z,

Ky - Xk, Ky, -
eg(ln _l:K p:||:Hk,p 0m><n0 ]]xk € |:0 P:| eq |:K p:||:Hk,p Omxn0:|xk
k0 . k.0

B el o (C19)
! O"n ! Kk,OHkvP 00 ! _Kk,OHk,pxI;,p

Equations (C18) and (C19) confirm that the innovation-based position-domain sta-
tistic is equivalent to the snapshot-solution-based SS statistic.
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